Excerpt of Draft HTR

Suggested Edits from the Bank

Edits have not been agreed to by PwC and the changes reflected below are (o aid our
discussion

E. Subseguent Events (to be updated)

During the week of May 19, 2008 PwC became aware of several issues that were not
addressed in our presentations to the Regulatory Group on April 30, 2008 and May 1, 2008.

Special-Written Operational Instructions

The Bank disclosed to PwC the existence of spesial-written operational instructions found in
the "GSC (Global Servrce Center) Admmrstraﬂve Procedures 'Forergn Transfers last

- SB8GHYIRG thefinal-rocelving-bark-(the-
country)-and-the-payment-details—in-payment-orders-dirested-to-the U.S.

As a result of the cover payment method described above, the Bank's wire messages sent to
the U.S. would not have included the names of the ordering bank or final receiving bank.
| Upon learning of these spesialwritien operational instructions, PwC evaluated their impact on
the HTR findings, and considered the following questwns (1) Dld the use of cover payments
Impact the completeness ofthe HTR data? 23-He hase-instructions-devsloped-and

The Bank's cover payment method generally consisted of MT 1038 messages between non-
U.S. originating and receiving banks and cover MT 202 messages that were sent to the U.S
correspondent banks. As described in more detail in the Data, Preparations and Analysis
section of this Report, whenever wire messages contained a commeon reference number the
messages were linked together into a Case. The linked underlying MT 103 message to the
cover MT 202 message would have included the bank information that was not sent to the

| US Banks. The Bank has informed PwC that the specialwritten operational instructions would
not have impacted the data available for the HTR. While we agree in theory, had PwC know

| about these "SpescialVVritten Operational Instructions" at the initial Phase of the HTR then we
would have used a different approach for completing this project.

The remaining questions,_such as, -concerning the development, implementation and
“existence of similar spesialwritten operational instructions-proceduras as well as the™
intentional omission of search terms are being investigated by the Bank's Internal Audit
Office ("IAO") with the assistance of outside Japanese counsel. The potential impact from
the findings from this investigation will need to be considered when evaluating this Report.
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Altered Wire Messages Resulting From HotScan Hits

The second issue occurred when supporting documentation from HotScan showed the
search term hits for OFAC-sanctioned countries was found for nine Priority Cases. The
concern was over how these fransactions were processed after Hotscan identification.
These wires were stopped by the Bank's HotScan operations in Tokyo and either
restructured as a cover payment (seven Cases) or the MT 103 message was cancelled and
re-sent after the term(s) identified by the HotScan were removed (two Cases).

After PwC-identified-these-re-sent-messages-inthe-Priority-cases—an-nitial-analysis-of
Allowable cases-was-performed-to raview-cases-that-contained multiple-MT-103-messages.

memwmwemm%&m
the-message-was resent afie

WgFe—l»e%e{ 3 tade =
mwgemmmmmmmmmm
GWWW&M%WQWMMMMWF

Management explained to PwC that these cancelled wires were never dispatched and
therefore not sent outside of BTMU-Tokyo. Further, Management believed that the HTR
data captured all cancelled wire messages with the search terms that were iater removed.
The IAQ investigation should address the compliance issue that resulted when the Bank's
HotScan operation identified wire messages that were potentially restricted by OFAC, and
returned them to be reworked by a Branch in Japan in an effort to circumvent OFAC
HotScan checking.

PwC's discovery of the altered wire messages resulting from HotScan hits raised concern
over the completeness of the data and resulted in the following question: If the original

message was cancelled, was it mcluded in the HTR data?—ln—aﬂ—eﬂar-t—tm
comfartthat-the original-messages data

were blocked by the Hoﬁcanapemmn in Tokya dunng«them R —Th&bank—lndmated that
thare-weara-more-FlotSsan-hits-in-additionte-the-8-1-previded;-but-they-were-released-ui
WMMWMM#HM%M@LH@MW&W% !

PwC found that all 91 wire transactions, including the cancelled and resent messages, were
included in the data provided to PwC with the exception of one transaction that was covered
by the Consigned Contract Data. These cancelled wire messages were found in the HTR
data in their original state with the HotScan alert. Our review of HotScan search term hits for
these 91 transactions found that 66 were within the scope of the HTR and the remaining 25
transactions either did not involve one of the six target countries or the transaction was not
conducted in U.S. dollars.

In our April 30, 2008 and May 1, 2008 presentations to Regulatory Group, we reported that
the number of total cases reviewed was 11,325. As a result of the analysis of additional
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HotScan documentation the total cases reviewed increased to 11,330 and our number of
Priority Cases increased by three. The additional priority cases were the result of wires
transfers to Sudan and Burma that cleared through a U.S. bank and the original wire
messages that contained the alerts were cancelled and resent without the HotScan alert.
The details for these three priority cases (14234, 14235 and 14236) are described in
Appendices | and J.

Separate from the analysis described above, there was one Case that changed from Priority
to Allowable since the beneficiary bank was previously considered to be a branch of a US
bank when it was in fact a subsidiary and therefore qualified for the U-Turn exemption. The
total number of Priority Cases that was previously reported as 190 increased fo 192, the net
effect of the three additions and one subtraction.

Data Processing

As a result of the review of the HotScan data additional cases were identified for
investigation. One of the cases was flagged by HotScan on the word “Sudan”. The wire was
in the HTR population; however it was not identified as a Case. ihis—was—due—te—tha—%ag—l@

As described in the Search Term Methodology section of this report, the Code matching
approach uses a space before and after the search term. As the term Sudan was searched
as Code, this Case was not identified due to the hyphen directly before Sudan. As of the
date of publishing this report, we did not further investigate the contents of this field.

Another new case was identified resulting from the search term Sudan having a pound sign
in front of the term (e.g., #SUDAN). Subsequent review of our project documentation
indicated that ALT data was processed by the Bank into a more usable format by using code
to convert UNIX linebreaks (carriage returns) into pound signs (#). As carriage returns were
randomly dispersed throughout the data, in some instances # symbols appear embedded in
terms that were split across two lines of text in the wire. The example #SUDAN is one of
these cases and would have caused the Code search methodology not to work. As of the
date of publishing this report, we did not further investigate the impact of carriage returns.
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Subsequent Events [INSERT]

During the week of May 19, 2008 PwC became aware of two issues that were not
addressed in our presentations to the Regulatory Group on April 30, 2008 and May 1,
2008.

Cancelled Wire Messages

While PwC was responding {o questions raised at the May 1, 2008 presentation to the
Regulatory Group, supporting HotScan documentation for nine Priority Cases was
analyzed. This documentation showed the HotScan hits for OFAC-sanctioned countries
and the comresponding wire messages stopped by the Bank’s HotScan operations in
Tokyo. These stopped transactions were either restructured as a cover payment (seven
Cases) or the MT 103 message was cancelled and re-sent after the term(s) identified by
HotScan were removed (two Cases). In addition, based on our initial analysis, we
identificd ten additional non-Priority cases where it appeared that the initial MT 103
message had been modified or restructured.

PwC's discovery of the cancelled wire messages resulting from HotScan hits raised
concern over the completeness of the data and resulted in the following question: If the
original message that contained the HotScan hit was cancelted, was it included in the
HTR data?

Management explained to PwC that these cancelled wires were never dispatched and
therefore not sent outside of BTMU-Tokyo and that the HTR data captured all cancelled
wire messages with the search terms that were later removed. In order to determing that
the HotScan hils were included in the data provided to PwC, we requested (1) a HotScan-
generated report for all hits during the HTR period and (2) supporting documentation for
these cancelled messages. In response to this request, the Bank explained that a HotScan
report was not available for the HTR period and provided us with supporting
documentation for 91 cancelled messages. The bank represented to PwC that these 91
transactions were the entire population of wire messages that were blocked by the
HotScan operation in Tokyo during the HTR.

PwC found that all 91 wire transactions, including the cancelled and re-sent messages,
were included in the data provided to PwC with the cxception of onc transaction that was
covered by the Consigned Contract Data,

Additional Cases

In our April 30, 2008 and May 1, 2008 presentations to Regulatory Group, we reported
that the number of total cases reviewed was 11,325, As a result of the analysis of
additional HotScan documentation, an additional five cases were identified for review
and increased our total to 11,330, These five cases involved wire transfers to Sudan and
Burma and cleared through a U.S. bank.

The review of the five cascs resulted in three additional priority cascs (14234, 14235 and
14236) that arc described in Appendices | and J. In addition to these five Cascs, there
was onc Casc that changed from Priority to Allowable because the beneficiary bank had
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been incorrectly identified as a foreign branch of a US bank instead of a subsidiary and
therefore qualified for the U-Turn exemption. The total number of Priority Cases that
was previously reported as 190 increased to 192, the net effect of the threc additions and
one subtraction,

Written Operational Instructions

Shortly after the Bank disclosed to OFAC the existence of written operational
instructions, PwC was provided a copy of the GSC (Global Service Center)
Administrative Procedures 'Toreign Transfers'. Management's Report to OFAC
included the following description:

These instructions were mainly for U.S. dollar payment orders relating
1o vostro accounts of banks in countries sanctioned by the United
States. The instructions were 1o use the cover payment method, 1o
indicate our Bank as the ordering bank and not to include the name of
the final receiving bank, so that the funds would not be frozen.

Upon learning of these written operational instructions, PwC evaluated the vse of cover
payments on the completeness of the HTR data. The scope of the HTR did not include a
forensic investigation or process review to understand the full impact of these written
instructions on the operation of BTMU's international wire remittance and trade finance
activity.

The Bank's cover payment method generally consisted of MT 103 messages between
non-U.S. originating and recciving banks and cover MT 202 messages that were sent to
the U.S correspondent banks. As described in more detail in the Data, Preparations and
Analysis section of this Report, whenever wire messages contained a common reference
number the messages were linked together into a Case. The linked underlying MT 103
message (o the cover MT 202 message would have included the bank information that
was not sent to the US Banks. Alternatively, a cover MT 202 without mention of a
search term and did not contain a common reference number would not have been linked
to the underlying MT 103 message. Thus, this un-linked MT 202 message would not
have been identified for detailed review. Based on the assumption that a common
reference number was available, our understanding is that the written instructions would
not have impacted the completeness of data available for the HTR and our methodology
to proccss, scarch and review the HTR data was appropriatc,

Impact of the I40 Investigation

Management informed PwC that as a result of these subsequent events, BTMU's Internal
Audit Office has initiated an investigation as described in Management's Report to
OFAC, Their findings from this investigation need to be considered when evaluating this
Report. PwC has forwarded our initial findings relating to cancelled wire messages to
Management to be [urther analyzed as part of the Internal Audit Office investigalion,
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Subsequent Events [INSERT]

During the week of May 19, 2008 PwC became aware of two issues that were not
addressed in our presentations to the Regulatory Group on April 30, 2008 and May 1,
2008.

Qmwelied ﬂ_’ire Megsageg

prcscmanong to the Regulatory Group, supporung Hoféhé;ﬁ“asa;ﬁghaﬁaﬁﬁfor mﬂ«e
Priority Cases was analyzed for quality control purposes. This documentation showed
the HotScan hits for OFAC-sanctioned countries and the correspondmg wlre mcssagcs
etopped by the Bank's HotScan opm ations 1n Tokyo. .d

Cases) or the M’I‘ 103 messagc was cancelled and re-sent after the term(s) xdennﬁed by

[ HotScan were removed (thieetwas Cases). In addition, based on our initial analysis, we
identified ten additional non-Priority cases where it appeared that the initial MT 103
message had been modified or restructured.

PwC's discovery of the cancelled wire messages resulting from HotScan hits raised
concem over the completeness of the data and resulted in the following question: If the
original message that contained the HotScan hit was cancelled, was it included in the
HTR data?

Management explained to PwC that these cancelled wires were never dispatched and
therefore not sent outside of BTMU-Tokyo and that the HTR data captured all cancelled
wire messages with the search terms that were later removed. In order to determine that
the HotScan hits were included in the data provided to PwC, we requested (1) a HotScan-
generated report for all hits during the HTR period and (2) supporting documentation for
these cancelled messages. In response to this request, the Bank explained that a HotScan
report was not available for the HTR period and provided us with supporting
documentation for 91 cancelled messages. The bank represented to PwC that these 91
transactions were the entire population of wire messages that were blocked by the
HotScan operation in Tokyo during the HTR.

PwC found that all 91 wire transactions, including the cancelled and re-sent messages,
were included in the data provided to PwC with the exception of one transaction that was
covered by the Consigned Contract Data.

Additional Cases

In our April 30, 2008 and May |, 2008 presentations to Regulatory Group, we reported
that the number of total cases reviewed was 11,325. As a result of the analysis of
additional HotScan documentation, an additional five cases were identified for review
and increased our total to 11,330, These ﬁvc cases mvolved wm: l:ramfem to Sudan and
Burma and cleared through a U.S. bank. .

The review of the five cases resulted in three additional priority cases (14234, 14235 and
14236) that are described in Appendices [ and J. In addition to these five Cases, there
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was one Case that changed from Priority to Allowable because the beneficiary bank had
been incorrectly identified as a foreign branch of a US bank instead of a subsidiary and
therefore qualified for the U-Turn exemption. The total number of Priority Cases that
was previously reported as 190 increased to 192, the net effect of the three additions and
one subtraction.

Written Operational Instructions

Shortly after the Bank disclosed to OFAC the existence of written operational
instructions, PwC was provided a copy of the GSC (Global Service Center)
Administrative Procedures 'Foreign Transfers'. Management's Report to OFAC
included the following description:

These instructions were mainly for U.S. dollar payment orders relating
to vostro accounts of banks in countries sanctioned by the United
States. The instructions were to use the cover payment method, to
indicate our Bank as the ordering bank and not to include the name of
the final receiving bank, so that the funds would not be frozen.

Upon learning of these written operational instructions, PwC evaluated the use of cover
payments on the completeness of the HTR data. The scope of the HTR did not include a
forensic investigation or process review to understand the full impact of these written
instructions on the operation of BTMU's international wire remittance and trade finance
activity.

| The Bank's cover payment method generally consisted of MT 103/2(2 messages between
non-U.S. originating and receiving banks and cover MT 202 messages that were sent to
the U.S correspondent banks. As described in more detail in the Data, Preparations and
Analysis section of this Report whenevar wire messages contained a common reference
103/202 messages to the cover MT 202 message would havc included the bank
mf'ormatl on that was not sent to the US Bankq rﬂ%ﬁmﬁﬁmﬁ-ﬁm& M’E‘-%EJE without

hauﬁwn—lﬁz&eé e wth@ mades« }ymm—M:& }Qw} MEBHRQS: I-}mﬁ. elai-& i @aﬂh@d—’\&}‘ 3@3

fhi‘ti a-common tefer mc&mimbm WAS :waﬂa!a}e r)(}u.r understandmg is that the written
instructions would not have impacted the completeness of data available for the HTR,
and our methodology to process, search and review the HTR data was appropriate.

Impact of the IAQ Investigation
Management informed PwC that as a result of these subsequent events, BTMU's Internal

Audit Office has initiated an investigation as described in Management's Report to

OFAC. Their findings from this investigation need to be considered when evaluating this

Report. PwC has forwarded our initial findings relating to cancelled wire messages to
~Management to-be further analyzed-as-part of the Internal-Audit Office investigation:-
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E. Subsequent Events

During the week of May 19, 2008 PwC became aware of some issues that were not addressed in our
presentations to the Regulatory Group on April 30, 2008 and May 1, 2008.

Canceled Wire Messages

After the April 30 and May 1, 2008 presentations to the Regulatory Group, supporting HotScan
documentation for Priority Cases was analyzed for quality control purposes. This documentation showed
the HotScan hits for OFAC-sanctioned countries and the corresponding wire messages stopped by the
Bank's HotScan operations in Tokyo. Through our analysis, we noted that nine of these stopped
transactions were restructured as a cover payment (4 cases), or the MT 103 message was canceled and
re-sent after the term(s) identified by HotScan were removed (4 cases), or were restructured as a cover
payment and the search term removed in the MT 103 (1 case). In addition, based on our initial analysis,
we identified ten additional non-Priority cases where it appeared that the initial MT 103 message had
been modified or restructured. PwC's discovery of the canceled wire messages resulting from HotScan
hits raised concern over the completeness of the data and resulted in the following question: If the
original message that contained the HotScan hit was canceled, was it included in the HTR data?

Management explained to PwC that these canceled wires were never dispatched and therefore not sent
outside of BTMU-TKY and that the HTR data captured all canceled wire messages with the search terms
that were later removed. In order to determine that the HotScan hits were included in the data provided
to PwC, we requested (1) a HotScan-generated report for all hits during the HTR period and (2)
supporting documentation for these canceled messages. In response to this request, the Bank explained
that a HotScan report was not available for the HTR period and provided us with supporting
documentation for 91 transactions. The bank represented to PwC that these 91 transactions were the
entire population of wire messages that were blocked by the HotScan operation in Tokyo during the
HTR.

PwC found that all 91 wire transactions, including the canceled and re-sent messages, were included in
the data provided to PwC with the exception of one transaction that was covered by the Consigned
Contract Data.

Additional Cases

In our April 30, 2008 and May 1, 2008 presentations to Regulatory Group, we reported that the number
of total cases reviewed was 11,325. As a result of the analysis of additional HotScan documentation, an
additional five cases were identified for review and increased our total to 11,330, These five cases
involved wire transfers to Sudan and Burma and cleared through a U.S. bank,

The review of the five cases resulted in three additional priority cases (14234, 14235 and 14236) that are
described in Appendix I. In addition to these five Cases, there was one Case that changed from Priority
to Allowable because the beneficiary bank had been incorrectly identified as a foreign branch of a US
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bank instead of a subsidiary and therefore qualified for the U-Turn exemption. The total number of
Priority Cases that was previously reported as 190 increased to 192, the net effect of the three additions
and one subtraction.

Written Operational Instructions

Shortly after the Bank disclosed to OFAC the Existence of written operational instructions, PwC was
provided a copy of the GSC (Global Service Center) Administrative Procedures ‘Foreign Transfers'.
Management'’s report to OFAC included the following description:

These instructions were mainly for U.S. dollar payment orders relating to vostro accounts of banks in
countries sanctioned by the United States. The instructions were to use the cover payment method, to
indicate our Bank as the ordering bank and not to include the name of the final receiving bank, so that the
funds would not be frozen.

Upon learning of these written operational instructions, PwC evaluated the use of cover payments on
the completeness of the HTR data. The scope of the HTR did not include a forensic investigation or
process review to understand the full impact of these written instructions on the operation of BTMU's
international wire remittance and trade finance activity.

The Bank's cover payment method generally consisted of MT 103/102 messages between non-U.S.
originating and receiving banks and cover MT 202 messages that were sent to the U.S correspondent
banks, As described in more detail in the Data Preparation and Analysis section of this Report, whenever
wire messages contained a common reference number the messages were then linked together into a
Case. The linked underlying MT 103/102 messages to the cover MT 202 message would have included
the bank information that was not sent to the US Banks. We have concluded that the written
instructions would not have impacted the completeness of data available for the HTR and our
methodology to process and search the HTR data was appropriate.

Impact of the IAO Investigation

Management informed PwC that as a result of these subsequent events, BTMU’s Internal Audit Office
has initiated an investigation as described in Management’s Report to OFAC. Their findings from this
investigation need to be considered when evaluating this Report. PwC has forwarded our initial findings
relating to canceled wire messages to Management to be further analyzed as part of the Internal Audit
Office investigation.
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