Instructions for How to Report an Extortion Payment
Pursuant to 23 NYCRR § 500.17(c)(1)
(as of September 4, 2025)

Step 1: Sign into the DFS Portal.
Visit the DFS Portal online at https://myportal.dfs.ny.gov/ or use the yellow “DFS Portal”
button at the top right corner of any page on the DFS website.

You will be prompted to sign in:
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© DFS Portal
Sign In to the DFS Portal

Email

Passwaord

[ Remember Me

Forgot your password? Need an account?

Forgot Password ‘ # Create Account

If you have a DFS Portal account, enter your email address and password and click
the “Sign In” button and go to Step 3.

If you do not have a DFS Portal account, use the “Create Account” button at the
bottom of the page to create one.


https://myportal.dfs.ny.gov

Step 2: Create a Portal Account.
Enter the required information, complete the text verification, and click “Create Account.”

Sign Up for the DFS Portal

Create an account using your emal

Emall *

b
ik

Prefix First Name * Middie Name Last Name * Suffix

|

Text Verification *

<] Create Account

Forgot your password? Forgot Password | Remember Your Password? | Sign In

You will receive an email containing a password at the email address you provided. Use
that password and your email address to sign into the DFS Portal.

Step 3: Access the Application.
Once you have signed into the DFS Portal, click “Cybersecurity” under the header
“APP NAME” to enter the DFS cybersecurity filing system.
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(0] DFS Portal e My account [= Sign Out

LU Delegated Admin Intermal Apos

8 MY APPS @ RECQUEST AFPPS A ALERTS

APP NAME DESCRIFTICN

Cybersecurity

Click "@ Raquest Apps” to accass morne DFS Portal Apps




Step 4: Choose a Section.

You will see three options: Submit an Exemption Filing, Submit a Compliance Filing, and
Report a Cybersecurity Incident. Under Report a Cybersecurity Incident, select “Begin
Extortion Payment Report.”
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Contact Us

DFS Portal -B My account [+ Sign Oul
e —

Submit an Exemption Filing Submit a Compliance Filing Report a Cybersecurity Incident
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Step 5: Identify the Entity.
You will be provided with options to identify the individual or entity on whose behalf
you are filing. Select one of the option boxes and click “Next.”

If you do not have an identifying number for any of the listed options, go to Step 7.

Report Extortion Payment
& Back to Main Menu

SARTTHUCWN | Find My Entity (Cont) | Contactinfo || Detsils of Extortion Payment | Done

Enter Entity information

Choose one of the following options 1o identify the individual or entity on whose behalf you are filing. If you do NOT have a numbaer for any of

the listed options, select “Help find the entity or individual on whose behalf you are filing.”

P FE Licensa Mumber
MAKCNY Entity Mumibpr
—
HMLS Mumber
D IEURLICN MUmCEs
—

Help find the entity or individual on whose behalf you are filing
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Step 6: Enter the Identifying Number.
Enter the identifying number for the individual or entity and click “Search.”

Report Extortion Payment

& Back 1o Main Momu

Fina My Ensty | INSRIEISES TGN  Cortactinfo || Detsis of Extortion Peyment || Done |

Enier Eniity informaten

Pleases provide your smtity"s wnti |

Help find the enlity or individual on whose behalf you are filing

When the name of the entity or individual on whose behalf you are filing appears in the
bottom half of the screen, click “Next.”

Report Extortion Payment

& Back to Main Menu

Contactinfo || Details of Extortion Payment || Done |

Endar Entity Information

Please provide youwr entity’s bdesnificatien 8

G Search

The fellewing entity or individual has been faund, and if you are filing on their behalf, you may continue by clicking 'Mext”. Fleazes carefully review the

entity information listed below to ensure you select the comect information.

| & ENTITY NAME |

Help find the entity or individual on whose behalf you are filing
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Step 7: Help Find the Entity.
If you do not have an identifying number associated with any of the four options provided, select
“Help find the entity or individual on whose behalf you are filing” located at the bottom of the page.

A set of searchable fields will appear. You can search by entity name or individual name.

If you are searching for an entity, enter the name in the first text box and click “Search.”
If you are searching by individual, enter the first name and last name and click “Search.”

Enter the name of the entity on whose behalf you are filing OR the first and last name of the individual on whose behalf you are

filing.

Entity name: |

OR (If Individual)

First Name: |

Last Name: |

If wou cannot find the individual or entity on whose behalf you are filing by performing a search and do not know their identifying

number, then phease reach out to your DFS contacl. Insurance agents and brokers can visit

hitps:/myportal.dfs.ny.govinylinxext’elsearch.alice to find their DFS license number

Because there may be more than one entity or individual with all or part of the name you enter,
you may see more than one choice, as shown in the screen below, which shows two results, but
there may be even more depending on the name entered. Choose only the name of the entity or
individual on whose behalf you are filing.

Enter the name of the entity on whose behalf you are filing OR the first and last name of the individual on whose behalf you are

filing.
Entity name: || |
OR (If Individual)
First Name: |
Last Name: . |
Q, Search
Please carefully review the search results before making a selection
ENTITY NAME ENTITY NAME )
Identification # Identification #

Showing 2 results
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Step 8: Contact Info.

Fill in contact information for the person DFS can contact regarding the extortion payment
and click “Next.” You can change the email address that automatically appears in the
“Contact Person Email Address” field. (Please note: A red asterisk on the screen indicates
it is a required field.)

Report Extortion Payment

Back to Main Menu

Find My Entity Find My Entity (Cont) Contact Info Details of Extortion Payment Done

Contact Person: * |

Contact Person Title: * |

Street Address: * |

City: * |

State: * Select State -
Zip: * |
Contact Person Phone Number: * |

Contact Person Email Address: * |

=

Step 9: Payment.
Provide information regarding the extortion payment. Use the field next to “Date of Extortion
Payment” to choose the date of the extortion payment.

Report Extortion Payment

Find My Eraty || Find My Bntity (Conty || Contect it | IEEEIERTERRE R ERRE R | Done |

Chats ol Mitige: DR

Maivid ol |l Hama

Dhars ol B ahi vt Prarprmedil! :I

Pheatt sbect et il you previsusly reporied & Cybersscutity incident 10 the Departmen! in connection with this extorion paymentz * | (0 vwe ) 4o

Select “Yes” if you previously reported a Cybersecurity Incident in connection with this
extortion payment. Click “No” if you did not.
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If you previously submitted a Cybersecurity Incident notification to the Department, enter the
receipt number (if known) and the date (or approximate date if exact date is unknown) of the
prior Cybersecurity Incident notification.

Report Extortion Payment

& Back to Main Menu

Find My Entity || Find My Entity (Cont) = Contactinfo [t cted oy la o

Date of Notice: Date

Mame of Filer: MName
Date of Extortion Payment: Date

Please select yes if you previously reported a Cybersecurity Incident to the Department

@ Yes D Mo

in connection with this extortion payment: *

Enter receipt number of previously submitted Cybersecurity Incident notification to the | |

Department (if known):

Enter date (or approximate date if exact date is unknown) of prior Cybersecurity [

Incident notification: *

Click “Submit.”

Step 10: Done.
You will receive an online confirmation once the notice is successfully submitted.

Please print the screen for your records.

Report Extortion Payment

“ Back ta Main Menu

FindMyEntity | Find MyEntity (Cont) ~ Contactinfo | Detalls of Extortion Payment |

Success

You have successfully submitied your Notice of Extortion Payment, Recelpt number Is MK

Entity 1D Number: Identification #
Date of Notice: Date

Mame of Filer: Mame

Date of Extortion Payment: Date
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Step 11: Email Receipts.
Both the person that logged into the Portal as well as the email address provided on the
Contact Info page in Step 8 will receive an email with a receipt number.

EXTORTION PAYMENT REPORT MOTIFICATION - NYS Department of Financial Services
Cybersecurity Extortion Payment Report Receipt

@ noreply@dfs.ny.gov
To

Cc dfs.sm.Cyber.Reg.Comments

The NYS Department of Financial Services has received your Cybersecurity Extortion Payment Report.

This is the only receipt and confirmation of this filing that you will receive. Please keep a copy of the below
receipt number for your records.

The Covered Entity that submitted this report is required, in accordance with 23 NYCRR section
500,17(c)(2), to submit a written description of the reasons payment was necessary, a description of
alternatives to payment considered, all diligence performed to find alternatives to payment and all
diligence performed to ensure compliance with applicable rules and regulations including those of the
Office of Foreign Assets Control within 30 days of making the extortion payment. The written description

must be emailed to Robert. Shull@dfs.ny.gov, Elizabeth.Nochlin@dfs.ny.gov, and
Gemalia.Melchior@dfs. ny. gov

KK
ENTITY MAME
Receipt Mumber:  xxxx
Date: NN

IMPORTANT: SAVE A COPY OF YOUR EMAIL RECEIPT FOR YOUR RECORDS. THIS IS THE
ONLY CONFIRMATION EMAIL THAT DFS WILL PROVIDE.

If you have questions regarding these instructions, email cyberregsupport@dfs.ny.gov.
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