NEW YORK STATE
DEPARTMENT OF FINANCIAL SERVICES
ONE STATE STREET
NEW YORK, NEW YORK 10004

____________________ - X
In the Matter of
INFINITY INSURANCE COMPANY
____________________ - X
CONSENT ORDER

The New York State Department of Financial Services (the “Department” or “DFS”) and
Infinity Insurance Company (“Infinity” or the “Company”) are willing to resolve the matters
described herein without further proceedings.

WHEREAS, Infinity is licensed by the Department to sell property and casualty
insurance in New York State;

WHEREAS, August 29, 2017, marked the initial effective date of New York’s first-in

the-nation cybersecurity regulation, 23 NYCRR Part 500 (the “Cybersecurity Regulation”);?

L All citations to 23 NYCRR Part 500 herein refer to the Cybersecurity Regulation as it read prior to November 1,
2023.



WHEREAS, the Cybersecurity Regulation defines clear standards for cooperative
industry compliance, robust consumer data protection, vital cybersecurity controls, and timely
reporting of Cybersecurity Events, as defined by 23 NYCRR § 500.1(d), and was promulgated to
strengthen cybersecurity and data protection for the industry and consumers;

WHEREAS, in late 2020 and early 2021, threat actors conducted a widespread campaign
to steal data from insurance companies through their online instant automobile insurance quoting
applications, which had access to consumer information such as drivers’ license numbers
(“DLNs”);

WHEREAS, threat actors exfiltrated New Yorkers’ nonpublic information (“NPI”) via
Infinity’s information systems during a Cybersecurity Event;

WHEREAS, the Department initiated an investigation of this Cybersecurity Event and
Infinity’s compliance with the Cybersecurity Regulation; and

WHEREAS, based on the investigation, the Department concluded that Infinity violated
the following sections of the Cybersecurity Regulation: (1) 23 NYCRR § 500.2(b), which
requires all DFS-regulated entities (“Covered Entities”) to design a cybersecurity program
sufficient to “identify and assess internal and external cybersecurity risks that may threaten the
security or integrity of NPI stored on the covered entity’s” electronic information systems
(“Information Systems”), as well as use defensive infrastructure to protect NPI stored on those
Information Systems; (2) 23 NYCRR § 500.3 (c) & (i), which require a Covered Entity to
implement and maintain written cybersecurity policies that address asset inventory and device
management, and systems and application development and quality assurance; (3) 23 NYCRR §
500.8(a), which requires a Covered Entity’s Cybersecurity Program to include written

procedures, guidelines, and standards designed to ensure the use of secure development practices



for in-house developed applications utilized by the Covered Entity; (4) 23 NYCRR § 500.9(a),
which requires a Covered Entity to conduct a periodic risk assessment of the Covered Entity’s
Information Systems, sufficient to inform the design of the Cybersecurity Program; (5) 23
NYCRR § 500.12(a), which requires a Covered Entity to use effective controls to protect against
unauthorized access to NPI or Information Systems; and (6) 23 NYCRR § 500.17(a), which
requires a Covered Entity to notify the Department within 72 hours of determining that a
Cybersecurity Event has occurred that has a reasonable likelihood of materially harming any
material part of the normal operations of the Covered Entity.

NOW THEREFORE, to resolve this matter without further proceedings pursuant to the
Superintendent’s authority under Section 408 of the New York Financial Services Law, the
Department finds as follows:

THE DEPARTMENT’S FINDINGS

Introduction

1. The Department is the insurance regulator of the State of New York, and the
Superintendent of Financial Services has the authority to conduct investigations, bring
enforcement proceedings, levy monetary penalties, and order injunctive relief against parties
who have violated the relevant laws and regulations.

2. Among the Superintendent’s many obligations to the public is a consumer
protection function, which includes the protection of individuals’ private and personally sensitive
data from negligent or willful exposure by licensees of the Department.

3. To support this critical obligation, the Cybersecurity Regulation requires DFS
Covered Entities, as defined by 23 NYCRR § 500.1(c), such as Infinity, to establish, implement,

and maintain a Cybersecurity Program with cybersecurity policies and procedures based on a



cybersecurity risk assessment (“Risk Assessment”) and designed to protect the confidentiality,
integrity, and availability of its Information Systems, as well as any NPI contained thereon. 23
NYCRR 8§ 500.1(c), 500.1(e), 500.1(g), 500.1(k), 500.2(b), 500.3. Such Risk Assessments shall
be conducted periodically and updated as reasonably necessary to address changes in the
Information Systems of Covered Entities. 23 NYCRR § 500.9(a).

4. The Cybersecurity Regulation requires that Covered Entities implement and
maintain written procedures, guidelines, and standards to ensure in-house applications are
developed using secure development practices. 23 NYCRR § 500.8(a).

5. To secure and protect NPI and prevent Cybersecurity Event(s), Covered Entities
shall limit user access privileges to Information Systems that provide access to NPI and shall
“use effective controls, which may include Multi-Factor Authentication [“MFA”] or risk-based
authentication, to protect against unauthorized access to [N]Jonpublic [IJnformation or
[IInformation [S]ystems.” 23 NYCRR §§ 500.7, 500.12(a).

6. The Cybersecurity Regulation requires Covered Entities to report cybersecurity
events that have a reasonable likelihood of materially harming any material part of the normal
operations of the covered entity within 72 hours of determining that an event has taken place. 23
NYCRR § 500.17(a).

Events at Issue

The Instant Quote Cyber Events

7. Infinity maintains three internally developed applications, one consumer-facing
(DirectQuote) and two agent portals (OneLink Express and AgentQuote) (collectively, the
“Instant Quote Applications”). For all three applications, software on Infinity’s servers sends

applicant information to Infinity’s third-party data pre-fill provider, and the third-party data pre-



fill provider attempts to locate data associated with that individual. If the third-party data pre-fill
provider finds a match, a response containing data about the individual, and other individuals in
the same houschold, is sent back to Infinity’s back-end server. Infinity’s back-end software then
presents a select subset of this pre-fill data to the front-end quoting software interface layer, and
that data is used to populate the user interface.

8. At the time of the Cyber Event, defined below, the NPI returned by the third-party
data pre-fill provider, including DLNs, was exposed in clear text on each of the Instant Quote
Applications. Further, with respect to OneLink Express and AgentQuote, while Infinity had a
security control in place for these applications in the form of a complex password requirement,
MFA was not required.

9. Kemper Corporation (“Kemper”), Infinity’s parent company, received notice from
the Department on January 28, 2021, that there was an industry-wide campaign by threat actors
to access consumer information available through instant automobile quote websites. Kemper
and Infinity investigated the Instant Quote Applications, but did not find any suspicious activity.

10. However, Infinity later detected anomalous activity in the form of a higher
number of address validation errors than usual on DirectQuote on February 9, 2021.

11.  On February 16, 2021, Infinity blocked the IP addresses from which the activity
was being generated, implemented geofencing, and stopped returning DLNSs to the customer-
interface layer of the application. It was later determined that this activity began as early as
January 26, 2021.

12.  Also on February 16, 2021, the Department issued a Cyber Fraud Alert, warning

the industry of a “systematic and aggressive campaign to exploit cybersecurity flaws in public-



facing [instant quote] websites to steal NPI” (the “February Alert”).? Infinity did not investigate
further as a result of this alert.

13.  On March 25, 2021, Infinity identified a larger than expected volume of quotes on
the AgentQuote and OneLink Express and, thereafter, determined that access to these
applications was gained through the use of compromised agent credentials. In response, Infinity
blocked IP addresses associated with the suspicious activity, stopped returning DLNSs to the
agent-facing portions of the applications, and implemented reCAPTCHA, which was completed
on April 13, 2021. Infinity determined that the activity on AgentQuote began as early as January
7, 2021, and the activity on OneLink Express began as early as March 7, 2021.

14.  On March 30, 2021, the Department issued a follow-up to the February Alert
warning that the threat actor campaign to steal NPI through instant quote websites had expanded
to include not only consumer-facing websites, but also portals accessed by independent agents
(the “March Alert”). Specifically, the March Alert stated, “Agent portals should be protected by
the robust access controls required by DFS’s cybersecurity regulation.”®

15. It was not until April 14, 2021 that Infinity reported a Cybersecurity Event to the
Department as required by Section 500.17(a)(2) of the Cybersecurity Regulation. This report
described an attack by an unknown actor to extract consumer NPI, including DLNs, from the
company’s Instant Quote Applications (the “Cyber Events”).

16.  The NPI of hundreds of thousands of consumers, including New York residents,

was exposed by the Cyber Event. Infinity provided credit monitoring to all affected individuals.

Risk Assessments

2 https://www.dfs.ny.gov/industry _guidance/industry _letters/il20210216_cyber_fraud_alert.
3 https://www.dfs.ny.gov/industry_guidance/industry _letters/il20210330_cyber_alert_followup.

6



17.  Section 500.9 of the Cybersecurity Regulation requires that Covered Entities
conduct periodic Risk Assessments and that such Risk Assessments “consider the particular risks
of the Covered Entity’s business operations related to cybersecurity, [NPI] collected or stored,
[IInformation [S]ystems utilized and the availability and effectiveness of controls to protect
[NPI] and [I]nformation [S]ystems.” 23 NYCRR § 500.9(a).

18.  Section 500.2(b) of the Cybersecurity Regulation further emphasizes the
importance of the Risk Assessment and enumerates “core cybersecurity functions” which the
Covered Entity’s cybersecurity program must address. In relevant part, Section 500.2(b) requires
that each Covered Entity’s cybersecurity program be designed to perform specific functions
including “identify[ing] and assess[ing] internal and external cybersecurity risks that may
threaten the security or integrity of [NPI] stored on the Covered Entity’s [IJnformation
[S]ystems” and “us[ing] defensive infrastructure and the implementation of policies and
procedures to protect the Covered Entity’s [I]nformation [S]ystems, and the [NPI] stored on
those [IJnformation [S]ystems, from unauthorized access, use, or other malicious acts.” 23
NYCRR § 500.2(b)(1) & (2).

19.  The Risk Assessments performed by Infinity failed to assess the risks associated
with the Instant Quote Applications, specifically the ability to access consumer NPI through
these applications. In fact, the Department’s investigation revealed that there was no Risk
Assessment whatsoever of the Instant Quote Applications. Infinity’s asset inventories did not
contain a risk rating for any of the Instant Quote Applications. Given the ability to access
consumer NPI through these applications, they should have been considered and assessed as part
of Infinity’s periodic Risk Assessments.

Cybersecurity Policies and Application Security



20.  Contributing to Infinity’s failure to assess the risks associated with the NPI
accessible through the Instant Quote Applications was Infinity’s failure to follow its own policies
and procedures regarding asset inventories and application security.

21.  Section 500.3 of the Cybersecurity Regulation requires that Covered Entities
“implement and maintain a written policy or policies . . . setting forth the Covered Entity’s
policies and procedures for the protection of its [I]Jnformation [S]ystems and [NPI] stored on
those [I]nformation [S]ystems.” The cybersecurity policy shall be based on the Covered Entity’s
Risk Assessment and address” certain enumerated topics. Specifically, with respect to the
protection of NPI, a Covered Entity’s cybersecurity policy must address “(c) asset inventory and
device management . . . [and] (i) systems and application development and quality assurance . . .
723 NYCRR § 500.3.

22.  Infinity’s Information Security Minimum Requirements Standard required that
information stored on the company’s systems receive a classification of “Public,” “Internal,” or
“Confidential.” Once categorized, information “must be protected in a manner commensurate
with its sensitivity, value, confidentiality, and risk of loss” and “all transfers of Internal and/or
Confidential information sent externally to [Infinity] must be recorded on the business
information asset inventory, and protected and handled commensurate with its classification.”

23.  The information transmitted through Infinity’s Instant Quote Applications was
sensitive NPI, and as such, should have been treated as “Confidential” information under
Infinity’s policies. This includes all transfers of this information being recorded on the

company’s information business asset inventory.



24, However, Infinity lacked a single, centralized asset inventory, and the Instant
Quote Applications were not identified as containing “Confidential” information and were not
included in scans for data that required enhanced protection.

25. Section 500.8 of the Cybersecurity Regulation requires that Covered Entities’
cybersecurity programs include procedures, guidelines, and standards to ensure the secure
development of applications used by the Covered Entity and that such procedures, guidelines,
and standards are “periodically reviewed, assessed and updated as necessary . ...” 23 NYCRR §
500.8; see also 23 NYCRR § 500.3(i).

26. Infinity began a project to “revamp” its application security practices in 2020.
Prior to the revamp, Infinity’s secure development practices failed to identify DLNs as NPI that
required protection on its in-house developed Instant Quote Applications, despite the fact that the
Cybersecurity Regulation, containing the definition of NPI, became effective in 2017.

27.  When the Cybersecurity Regulation went into effect, the already-existing
DirectQuote and OneLink Express applications did not receive any updates or reviews, which
could have identified the exposed DLNs. Further, despite the fact that AgentQuote was
developed in 2018, after the Cybersecurity Regulation went into effect, DLNs were exposed in
plain text in the application upon login.

Protection of NPI

28.  Section 500.12(a) of the Cybersecurity Regulation requires that Covered Entities
use effective controls to prevent against unauthorized access to NPI.

29. Infinity failed to use effective controls to protect NP1 from exposure to threat

actors leveraging unencumbered access to DLNs viewable in plain text on all three Instant Quote



Applications. The complex passwords alone on the two agent applications were insufficient to
prevent the unauthorized access.

Cybersecurity Event Reporting

30.  Pursuant to Section 500.17(a) of the Cybersecurity Regulation, Covered Entities
are required to notify the Superintendent “as promptly as possible but in no event later than 72
hours from a determination that a Cybersecurity Event has occurred that . . . ha[s] a reasonable
likelihood of materially harming any material part of the normal operation(s) of the Covered
Entity.” 23 NYCRR § 500.17(a).

31. Infinity discovered the Cyber Event on February 9, 2021, but did not notify the
Department until April 14, 2021.

Violations of Law and Regulations

32. Infinity failed to design a cybersecurity program sufficient to identify and assess
risks to NPI and failed to use defensive infrastructure to protect NPI, in violation of 23 NYCRR
§ 500.2(b).

33. Infinity failed to ensure the proper implementation of its cybersecurity policies, in
violation of 23 NYCRR § 500.3(c) & (i).

34. Infinity failed to review and update its secure development practice procedures,
guidelines, and standards, in violation of 23 NYCRR & 500.8.

35. Infinity’s Risk Assessment failed to assess the risks associated with the Instant
Quote Applications, in violation of 23 NYCRR § 500.9(a).

36. At the time of the Cyber Event, Infinity failed to use effective controls to protect
against unauthorized access to NPI accessible via the Instant Quote Applications, in violation of

23 NYCRR § 500.12(a).
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37. Infinity failed to timely notify the Department of the Cyber Event, in violation of
500.17(a).

NOW THEREFORE, to resolve this matter without further proceedings, the Department
and the Company stipulate and agree to the following terms and conditions:

SETTLEMENT PROVISIONS

Monetary Penalty

38. No later than ten (10) days after the Effective Date (as defined below) of this
Consent Order, the Company shall pay a total civil monetary penalty pursuant to New York
Financial Services Law § 408 to the Department in the amount of two million two hundred fifty
thousand dollars and 00/100 Cents ($2,250,000). The payment shall be in the form of a wire
transfer in accordance with instructions provided by the Department.

39.  The Company shall not claim, assert, or apply for a tax deduction or tax credit
with regard to any U.S. federal, state, or local tax, directly or indirectly, for any portion of the
civil monetary penalty paid pursuant to this Consent Order.

40.  The Company shall neither seek nor accept, directly or indirectly, reimbursement
or indemnification with respect to payment of the penalty amount, including but not limited to,
payment made pursuant to any insurance policy.

41. In assessing a penalty for failures in Infinity’s Cybersecurity Program and
compliance with the Cybersecurity Regulation, the Department has taken into account factors
that include, without limitation: the extent to which the entity has cooperated with the
Department in the investigation of such conduct, the gravity of the violations, and such other

matters as justice and the public interest may require.
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42.  The Department acknowledges Infinity’s commendable cooperation throughout
this investigation. The Department also recognizes and credits Infinity’s ongoing efforts to
remediate the shortcomings identified in this Consent Order. Among other things, Infinity has
demonstrated its commitment to maintaining a robust cybersecurity program and to remediation
by devoting significant financial and other resources to implementing MFA for access to the
agent applications, thereby increasing the protection of the NP1 accessible though the agent
applications, and updating cybersecurity policies.

Remediation

43. Infinity shall continue to strengthen its controls to protect its Information Systems
and consumers’ NPI in accordance with the requirements of the Cybersecurity Regulation.

Risk Assessment

44.  Within one hundred and twenty (120) days of the Effective Date of this Consent
Order, the Company shall conduct a comprehensive Cybersecurity Risk Assessment of its
Information Systems consistent with 23 NYCRR 8§ 500.9. The Cybersecurity Risk Assessment
shall contain:

a. the reasonably necessary changes, if any, the Company plans to implement to
address any material issues raised in the Cybersecurity Risk Assessment;

b. any and all plans for revisions of controls to respond to technological
developments and evolving threats, which shall consider the particular risks of the
Company’s business operations related to cybersecurity, NPI collected or stored,
Information Systems utilized, and the availability and effectiveness of controls to

protect NPI and Information Systems; and
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c. any and all plans for updating or creating additional written policies and
procedures to include:
i. criteria for the evaluation and categorization of identified cybersecurity
risks or threats facing the Company;

ii. criteria for the assessment of the confidentiality, integrity, security, and
availability of the Company’s Information Systems and NPI, including the
adequacy of existing controls in the context of identified risks; and

iii. requirements describing how identified risks will be mitigated or accepted
based on the Cybersecurity Risk Assessment and how the cybersecurity
program will address the risks.

d. Within sixty (60) days of the completion of Cybersecurity Risk Assessment, the
Company shall submit the results of the Cybersecurity Risk Assessment to the
Department, together with a detailed Action Plan describing what steps the
Company plans to take to address the risks or material issues identified in the
Cybersecurity Risk Assessment. The Department’s approval of the Action Plan
shall not be unreasonably withheld.
Access Controls and NP1 Review
45.  Within one hundred twenty (120) days of the Effective Date of this Consent
Order, Infinity will conduct an internal review (the “Access Controls and NPI Review”) of all
Information Systems, including web-based applications, that store or provide access to NPI and

are accessible to consumers or independent agents.
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46. In performing the Access Controls and NPI Review, Infinity shall assess the
effectiveness of all controls, including access controls, utilized by such Information Systems to
protect NP1 from unauthorized access and identify areas where controls warrant improvement.

47.  Within sixty (60) days of the completion of the Access Controls and NPI Review,
Infinity shall submit to the Department a detailed Action Plan identifying risks, issues, or areas
warranting improvement identified in the Access Controls and NPI Review and setting forth the
steps Infinity will take to address the same (the “Action Plan”). The Department’s approval of
the Action Plan shall not be unreasonably withheld.

Full and Complete Cooperation

48.  The Company commits and agrees that it will fully cooperate with the Department
regarding all terms of this Consent Order.

Further Action by the Department

49, No further action will be taken by the Department against the Company or its
successors for the conduct set forth in this Consent Order, or in connection with the remediation
set forth in this Consent Order, provided that the Company fully complies with the terms of the
Consent Order.

50. Notwithstanding any other provision in this Consent Order, however, the
Department may undertake additional action against the Company for transactions or conduct
that were not disclosed in the written materials submitted to the Department in connection with

this matter.
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Waiver of Rights

51.  The Company submits to the authority of the Superintendent to effectuate this
Consent Order.

52.  The parties understand and agree that no provision of this Consent Order is
subject to review in any court, tribunal, or agency outside of the Department.

Parties Bound by the Consent Order

53.  This Consent Order is binding on the Department and the Company, as well as
any successors and assigns. This Consent Order does not bind any federal or other state agency
or any law enforcement authority.

Breach of Consent Order

54, In the event that the Department believes the Company to be in material breach of
the Consent Order, the Department will provide written notice to the Company, and the
Company must, within ten (10) days of receiving such notice, or on a later date if so determined
in the Department’s sole discretion, appear before the Department to demonstrate that no
material breach has occurred or, to the extent pertinent, that the breach is not material or has
been cured.

55.  The Company understands and agrees that its failure to make the required
showing within the designated time period shall be presumptive evidence of the Company’s
breach. Upon a finding that a breach of this Consent Order has occurred, the Department has all
the remedies available to it under the New York State Financial Services Law, Insurance Law,
and any other applicable laws, and may use any evidence available to the Department in any

ensuing hearings, notices, or orders.
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Notices
56.  All notices or communications regarding this Consent Order shall be sent to:

For the Department:

Christopher J. Hummel

Senior Assistant Deputy Superintendent

Consumer Protection and Financial Enforcement Division
New York State Department of Financial Services

One Commerce Plaza, 20 Floor

Albany, New York 12257

Daniel F. Schiano

Assistant Deputy Superintendent

Consumer Protection and Financial Enforcement Division
New York State Department of Financial Services

One State Street

New York, New York 10004

For Infinity:
Matthew Varagona

President
Infinity Insurance Company
3760 River Run Drive
Birmingham, AL 35243
Miscellaneous
57.  This Consent Order and any dispute thereunder shall be governed by the laws of
the State of New York without regard to any conflicts of laws principles.
58.  This Consent Order may not be altered, modified, or changed unless in writing
and signed by the parties hereto.
59.  This Consent Order constitutes the entire agreement between the Department and

the Company and supersedes any prior communication, understanding, or agreement, whether

written or oral, concerning the subject matter of this Consent Order.
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60. Each provision of this Consent Order shall remain effective and enforceable
against the Company, its successors, and assigns, until stayed, modified, suspended, or
terminated by the Department.

61. In the event that one or more provisions contained in this Consent Order shall for
any reason be held to be invalid, illegal, or unenforceable in any respect, such invalidity,
illegality, or unenforceability shall not affect any other provision of this Consent Order.

62. No promise, assurance, representation, or understanding other than those
contained in this Consent Order has been made to induce any party to agree to the provisions of
this Consent Order.

63. Nothing in this Consent Order shall be construed to prevent any consumer or any
other third party from pursuing any right or remedy at law.

64.  This Consent Order may be executed in one or more counterparts and shall
become effective when such counterparts have been signed by each of the parties hereto (the
“Effective Date”).

[remainder of this page intentionally left blank]
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IN WITNESS WHEREOF, the parties have caused this Consent Order to be signed on

the dates set forth below.

NEW YORK STATE DEPARTMENT OF
FINANCIAL SERVICES

. /s/ Daniel F. Schiano

DANIEL F. SCHIANO
Assistant Deputy Superintendent
Consumer Protection and Financial
Enforcement

By

October 9, 2025

By: /s/ Madeline W. Murphy

MADELINE W. MURPHY
Deputy Director of Enforcement
Consumer Protection and Financial
Enforcement

October 9 , 2025

By: /s/ Christopher B. Mulvihill
CHRISTOPHER B. MULVIHILL

Deputy Superintendent for Consumer
Protection and Financial Enforcement

October 9 , 2025

By: /s/ R. Gabriel D. O'Malley

R. GABRIEL D. O°'MALLEY
Executive Deputy Superintendent
Consumer Protection and Financial
Enforcement

October 9 , 2025

INFINITY INSURANCE
COMPANY

By: /s/ Matthew Varagona

Matthew Varagona
President

September 23, 2025

THE FOREGOING IS HEREBY APPROVED. IT IS SO ORDERED.

/s/ Adrienne A. Harris

ADRIENNE A. HARRIS
Superintendent of Financial Services

October 14 2025
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