NEW YORK STATE
DEPARTMENT OF FINANCIAL SERVICES
ONE STATE STREET
NEW YORK, NEW YORK 10004

____________________ - X

In the Matter of

METROMILE INSURANCE COMPANY

____________________ - X
CONSENT ORDER

The New York State Department of Financial Services (the “Department” or “DFS”) and
Metromile Insurance Company (“Metromile” or the “Company”) are willing to resolve the
matters described herein without further proceedings.

WHEREAS, Metromile is licensed by the Department to sell property and casualty
insurance in New York State;

WHEREAS, August 29, 2017, marked the initial effective date of New York’s first-in

the-nation cybersecurity regulation, 23 NYCRR Part 500 (the “Cybersecurity Regulation”);?

L All citations to 23 NYCRR Part 500 herein refer to the Cybersecurity Regulation as it read prior to November 1,
2023.



WHEREAS, the Cybersecurity Regulation defines clear standards for cooperative
industry compliance, robust consumer data protection, vital cybersecurity controls, timely
reporting of Cybersecurity Events, as defined by 23 NYCRR § 500.1(d), and was promulgated to
strengthen cybersecurity and data protection for the industry and consumers;

WHEREAS, in late 2020 and early 2021, threat actors conducted a widespread campaign
to steal data from insurance company websites offering instant online automobile insurance
premium quotes that had access to consumer information such as driver license numbers
(“DLNs”);

WHEREAS, threat actors obtained  New Yorkers’ Nonpublic Information (“NPI”) via
Metromile’s information systems during a cybersecurity event;

WHEREAS, the Department initiated an investigation into these cybersecurity events and
Metromile’s compliance with the Cybersecurity Regulation; and

WHEREAS, based on the investigation, the Department has concluded that Metromile
violated the following sections of the Cybersecurity Regulation: (1) 23 NYCRR § 500.2(b),
which requires all DFS-regulated entities (“Covered Entities”) to maintain a cybersecurity
program based on the Covered Entity’s cybersecurity Risk Assessment; (2) 23 NYCRR §
500.3(c), (i), & (m), which requires that each Covered Entity implement and maintain written
cybersecurity policies that address asset inventory and device management, systems and
application development and quality assurance, and risk assessments; (3) 23 NYCRR § 500.9,
which requires Covered Entities to carry out Risk Assessments sufficient to inform the design
of the Covered Entity’s cybersecurity program and in accordance with written policies and
procedures designed to assess the security of NPI on the Covered Entity’s Information

Systems; (4) 23 NYCRR § 500.11, which requires Covered Entities to implement policies and



procedures concerning due diligence and contractual protections relating to third party service
providers with access to the Covered Entities’ information systems and NPI; and (5) 23
NYCRR § 500.17(b), which requires Covered Entities to annually certify compliance with the
Cybersecurity Regulation.

NOW THEREFORE, in connection with an agreement to resolve this matter without

further proceedings, the Department finds as follows:

THE DEPARTMENT’S FINDINGS

Introduction

1. The Department is the insurance regulator of the State of New York, and the
Superintendent of Financial Services has the authority to conduct investigations, bring
enforcement proceedings, levy monetary penalties, and order injunctive relief against parties
who have violated the relevant laws and regulations.

2. Among the Superintendent’s many obligations to the public is a consumer
protection function, which includes the protection of individuals’ private and personally
sensitive data from negligent or willful exposure by licensees of the Department.

3. To support this critical obligation, the Cybersecurity Regulation requires DFS
Covered Entities, as defined by 23 NYCRR § 500.1(c), such as Metromile, to establish,
implement, and maintain a cybersecurity program with written cybersecurity policies and
procedures based on a Risk Assessment and designed to protect the confidentiality, integrity,
and availability of its Information Systems, as well as any NP1 contained thereon. 23 NYCRR
88 500.1(c), 500.1(e), 500.1(g), 500.1(k), 500.2(a), 500.2(b), 500.3. Such Risk Assessments
shall be conducted periodically and updated as reasonably necessary to address changes in the

Information Systems of Covered Entities. 23 NYCRR § 500.9(a).



4. The Cybersecurity Regulation requires that Covered Entities identify and assess
risks to Information Systems and stored NPI, and implement defensive infrastructure and
policies to protect against unauthorized access, use, or other malicious acts. 23 NYCRR 88§
500.2(b), 500.3, 500.9.

5. The Cybersecurity Regulation also requires that all Covered Entities have a Third
Party Service Provider policy that is based on the Covered Entity’s Risk Assessment and that,
among other things, addresses due diligence processes used to evaluate the adequacy of the
cybersecurity practices used by the Third Party Service Providers. 23 NYCRR § 500.11.

6. The Cybersecurity Regulation requires Covered Entities to certify compliance
with the Cybersecurity Regulation on an annual basis. 23 NYCRR § 500.17(b).

Events at Issue

The Instant Quote Cyber Event

7. On February 19, 2021, Metromile reported a cybersecurity event to the
Department. In its initial filing, Metromile stated that “unknown threat actors used a software
bug in Metromile’s online quote form and application process to obtain some individuals’
personal information, including driver’s license information” (the “Instant Quote Cyber Event”).

8. Metromile first detected the Instant Quote Cyber Event when an employee
observed a spike in the number of abandoned quotes in its Online Quote Flow application on
January 19, 2021.

9. The Online Quote Flow application is a consumer-facing web-based application,
developed by Metromile to assist consumers in obtaining quotes for automobile insurance. After
consumers input a name, address, and date of birth,  an Application Programming Interface

(“APT”) call is made to Metromile’s third party data pre-fill provider. The third party data pre-fill



provider then returns, through Auto Data Prefill (“ADP”), additional personal information about
the consumer, including the consumer’s DLN.

10. Metromile believed that the information inputted by the consumer needed to be
accurate to return additional NPI. However, in investigating the Instant Quote Cyber Event,
Metromile learned that NPI was returned even if the address and date of birth did not match the
name entered in the Online Quote Flow application.

11.  While DLNs were intended to be obfuscated in the Online Quote Flow
application, during an update to the internally-developed application, on or about July 14, 2020,
an error was made which allowed DLNs to be viewable both in plain text and the source code of
the application. As such, full DLNs were viewable on the public-facing Online Quote Flow
application for almost six months. The coding error was corrected by January 24, 2021, as part of
the remediation of the Instant Quote Cyber Event.

12.  Metromile’s investigative team later determined that many of the web sessions
during this spike only advanced to the point in the process where a DLN was viewable in plain
text.

13.  Several days after correcting the coding error, Metromile detected another spike
in traffic, this time to the portion of the Online Quote Flow application where a draft insurance
application could be viewed by the prospective customer prior to purchase. The draft insurance
applications contained NPI so that consumers could review and confirm the information. In
response to this surge in traffic, Metromile obfuscated DLNSs on the draft applications.

14.  The NPI of over one hundred thousand consumers, including New York residents,
was exposed by the Instant Quote Cyber Event. Metromile offered credit monitoring to all

affected individuals.



Risk Assessments and Cybersecurity Policies

15. Section 500.9 of the Cybersecurity Regulation requires that “[e]ach Covered
Entity . . . conduct a periodic Risk Assessment of the Covered Entity’s Information Systems
sufficient to inform the design of the cybersecurity program as required by this Part” and that a
Covered Entity’s Risk Assessments “consider the particular risks of the Covered Entity’s
business operations related to cybersecurity, [NPI] collected or stored, Information Systems
utilized and the availability and effectiveness of controls to protect [NPI] and Information
Systems.” 23 NYCRR § 500.9(a). Specifically, Section 500.9(b)(2) requires that policies and
procedures for these Risk Assessments include “criteria for the assessment of the confidentiality,
integrity, security and availability of the Covered Entity’s Information Systems and [NPI] . ...”

16.  Section 500.2(b) of the Cybersecurity Regulation further emphasizes the
importance of the Risk Assessment and enumerates additional areas which the Covered Entity’s
cybersecurity program must address. In relevant part, Section 500.2(b) requires a Covered
Entity’s cybersecurity program to “(1) identify and assess internal and external cybersecurity
risks that may threaten the security or integrity of [NPI] stored on the Covered Entity’s
Information Systems; [and] (2) use defensive infrastructure and the implementation of policies
and procedures to protect the Covered Entity’s Information Systems, and the [NPI] stored on
those Information Systems, from unauthorized access, use or other malicious acts.” 23 NYCRR §
500.2(b).

17. Section 500.3 also relies on a Covered Entity’s Risk Assessment, requiring the
implementation and maintenance of written cybersecurity policies to be based on a Covered
Entity’s Risk Assessment. In addition, Metromile did not have any policies and procedures in

place which governed cybersecurity risk assessments.



18. Notwithstanding these requirements, up until, and indeed even after, the Instant
Quote Cyber Event, Metromile failed to perform any cybersecurity Risk Assessments that
complied with the requirements of Section 500.9 of the Cybersecurity Regulation.

19.  After the Instant Quote Cyber Incident, in November 2021, Metromile created a
“Security Posture” document, which was presented as the Company’s Risk Assessment.
However, the November 2021 Security Posture did not address many of the concerns identified
in 500.9(a) and (b). Despite stating that it was intended to identify “gaps and risks” in
Metromile’s cybersecurity program, the Security Posture failed to identify risks and controls for
protection of NP1, Information Systems, and business operations of the Company.

20. In addition to the lack of policies and procedures governing Risk Assessments, a
number of Metromile’s other cyber policies and procedures failed to adequately address the
security of Metromile’s Information Systems and the NPI stored on those Information Systems.

21.  For example, Metromile’s asset inventory and device management policy failed to
establish a practice of cataloging or classifying digital assets, like the Online Quote Flow
Application, based on the sensitivity and criticality of the assets. See 23 NYCRR § 500.3(c).
Additionally, Metromile’s systems and applications development and quality assurance policy
failed to establish secure development practices for applications and failed to consider how the
classification of information (i.e., NPI) should affect application development. See 23 NYCRR §
500.3(i).

Third Party Service Providers

22. Pursuant to Section 500.11 of the Cybersecurity Regulation, a Covered Entity

must implement written policies and procedures designed to ensure the security of Information



Systems and NPI that are accessible to its Third Party Service Providers. These policies and
procedures must be based on the Covered Entity’s Risk Assessment. See 23 NYCRR 8§500.11.

23.  Prior to January 1, 2022, Metromile failed to maintain an effective policy
concerning the risk assessment and due diligence requirements governing relationships with third
party service providers.

24, Further, in response to requests from the Department about due diligence
performed on the third party data pre-fill provider involved in the Cyber Event, Metromile was
unable to produce any documentation evidencing a review of the service provider’s cybersecurity
practices. As a result, Metromile failed to conduct meaningful due diligence of the third party
data pre-fill provider, including virtually zero consideration of the company’s use of NPI.

Part 500 Compliance Certification

25.  Pursuant to 23 NYCRR § 500.17(b), Covered Entities are required to annually
certify their compliance with the Cybersecurity Regulation.

26. Metromile certified compliance with the Cybersecurity Regulation for the
calendar year 2018 on February 15, 2019.

27. Metromile certified compliance with the Cybersecurity Regulation for the
calendar year 2019 on May 20, 2020.

28. Metromile certified compliance with the Cybersecurity Regulation for the
calendar year 2020 on February 13, 2021.

29. Metromile certified compliance with the Cybersecurity Regulation for the
calendar year 2021 on February 24, 2022.

30. Due to the foregoing failures, Metromile was not in compliance with the

Cybersecurity Regulation at the time of the certifications.



31. Thus, Metromile’s certification filings for the calendar years 2018 through 2021,
attesting to their compliance with the Cybersecurity Regulation, were improper.

Violations of Law and Regulations

32. Metromile failed to design a cybersecurity program sufficient to identify and
assess risks to NPI and failed to use defensive infrastructure to protect NPI, in violation of 23
NYCRR § 500.2(b).

33. Metromile failed to implement and maintain adequate cybersecurity policies, in
violation of 23 NYCRR 8500.3.

34. Metromile failed to conduct periodic Risk Assessments, in violation of 23
NYCRR §500.9.

35. Metromile failed to implement effective policies, procedures, guidelines, and
standards for information security in relationships with third party service providers, in violation
of 23 NYCRR § 500.11.

36. Metromile improperly certified compliance with the Cybersecurity Regulation for
the calendar years 2018-2021, in violation of 23 NYCRR 8§ 500.17(b).

NOW THEREFORE, to resolve this matter without further proceedings, the Department
and the Company stipulate and agree to the following terms and conditions:

SETTLEMENT PROVISIONS

Monetary Penalty

37. No later than ten (10) days after the Effective Date (as defined below) of this
Consent Order, the Company shall pay a total civil monetary penalty pursuant to Financial

Services Law 8§ 408 to the Department in the amount of Two Million Fifty Thousand Dollars and



00/100 Cents ($2,050,000.00). The payment shall be in the form of a wire transfer in accordance
with instructions provided by the Department.

38.  The Company shall not claim, assert, or apply for a tax deduction or tax credit
with regard to any U.S. federal, state, or local tax, directly or indirectly, for any portion of the
civil monetary penalty paid pursuant to this Consent Order.

39.  The Company shall neither seek nor accept, directly or indirectly, reimbursement
or indemnification with respect to payment of the penalty amount, including but not limited to,
payment made pursuant to any insurance policy.

40.  In assessing a penalty for failures in Metromile’s cybersecurity compliance and
related reporting, the Department has taken into account factors that include, without limitation:
the extent to which the entity has cooperated with the Department in the investigation of such
conduct, the gravity of the violations, and such other matters as justice and the public interest
may require.

Remediation

41. Metromile shall continue to strengthen its controls to protect its Information
Systems and consumers’ NPI in accordance with the requirements of the Cybersecurity
Regulation.

Risk Assessment

42.  Within one hundred and twenty (120) days of the Effective Date of this Consent

Order, the Company shall conduct a comprehensive Cybersecurity Risk Assessment of its

10



Information Systems consistent with 23 NYCRR 8 500.9. The Cybersecurity Risk Assessment

shall contain:

a.

the reasonably necessary changes, if any, the Company plans to implement to
address any material issues raised in the Cybersecurity Risk Assessment;
any and all plans for revisions of controls to respond to technological
developments and evolving threats, which shall consider the particular risks of the
Company’s business operations related to cybersecurity, NPI collected or stored,
Information Systems utilized, and the availability and effectiveness of controls to
protect NP1 and Information Systems; and
any and all plans for updating or creating additional written policies and
procedures to include:

i. criteria for the evaluation and categorization of identified cybersecurity

risks or threats facing the Company;

ii. criteria for the assessment of the confidentiality, integrity, security, and
availability of the Company’s Information Systems and NPI, including the
adequacy of existing controls in the context of identified risks; and

iii. requirements describing how identified risks will be mitigated or accepted
based on the Cybersecurity Risk Assessment and how the cybersecurity
program will address the risks.

Within sixty (60) days of the completion of Cybersecurity Risk Assessment, the
Company shall submit the results of the Cybersecurity Risk Assessment to the
Department, together with a detailed Action Plan describing what steps the

Company plans to take to address the risks or material issues identified in the

11



Cybersecurity Risk Assessment. The Department’s approval of the Action Plan
shall not be unreasonably withheld.

Access Controls and NP1 Review

43.  Within one hundred eighty (180) days of the Effective Date of this Consent Order,
Metromile will conduct an internal review (the “Access Controls and NPI Review”) of all
Information Systems, including web-based applications, that store or provide access to NPI and
are accessible to consumers or independent agents.

44, In performing the Access Controls and NPI Review, Metromile shall assess the
effectiveness of all controls, including access controls, utilized by such Information Systems to
protect NP1 from unauthorized access and identify areas where controls warrant improvement.

45.  Within sixty (60) days of the completion of the Access Controls and NPI Review,
Metromile shall submit to the Department a detailed Action Plan identifying risks, issues, or
areas warranting improvement identified in the Access Controls and NPI Review and setting
forth the steps Metromile will take to address the same (the “Action Plan”). The Department’s
approval of the Action Plan shall not be unreasonably withheld.

Full and Complete Cooperation

46.  The Company commits and agrees that it will fully cooperate with the Department
regarding all terms of this Consent Order.

Further Action by the Department

47. No further action will be taken by the Department against the Company or its
successors for the conduct set forth in this Consent Order, or in connection with the remediation
set forth in this Consent Order, provided that the Company fully complies with the terms of the

Consent Order.

12



48. Notwithstanding any other provision in this Consent Order, however, the
Department may undertake additional action against the Company for transactions or conduct
that were not disclosed in the written materials submitted to the Department in connection with
this matter.

Waiver of Rights

49.  The Company submits to the authority of the Superintendent to effectuate this
Consent Order.

50.  The parties understand and agree that no provision of this Consent Order is
subject to review in any court, tribunal, or agency outside of the Department.

Parties Bound by the Consent Order

51.  This Consent Order is binding on the Department and the Company, as well as
any successors and assigns. This Consent Order does not bind any federal or other state agency
or any law enforcement authority.

Breach of Consent Order

52. In the event that the Department believes the Company to be in material breach of
the Consent Order, the Department will provide written notice to the Company, and the
Company must, within ten (10) days of receiving such notice, or on a later date if so determined
in the Department’s sole discretion, appear before the Department to demonstrate that no
material breach has occurred or, to the extent pertinent, that the breach is not material or has
been cured.

53.  The Company understands and agrees that its failure to make the required
showing within the designated time period shall be presumptive evidence of the Company’s

breach. Upon a finding that a breach of this Consent Order has occurred, the Department has all

13



the remedies available to it under the New York Insurance and Financial Services Laws, and any
other applicable laws, and may use any evidence available to the Department in any ensuing
hearings, notices, or orders.

Notices

54.  All notices or communications regarding this Consent Order shall be sent to:

For the Department:

Christopher J. Hummel

Senior Assistant Deputy Superintendent
Consumer Protection and Financial Enforcement
New York State Department of Financial Services
One Commerce Plaza

Albany, New York 12257

Daniel F. Schiano

Assistant Deputy Superintendent

Consumer Protection and Financial Enforcement
New York State Department of Financial Services
One State Street

New York, New York 10004

For Metromile:
Scott Fischer, or in his absence, to the person holding the title of:
General Counsel
Metromile Insurance Company
5 Croshy Street, New York, New York 10013
Miscellaneous
55.  This Consent Order and any dispute thereunder shall be governed by the laws of
the State of New York without regard to any conflicts of laws principles.

56.  This Consent Order may not be altered, modified, or changed unless in writing

and signed by the parties hereto.
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57.  This Consent Order constitutes the entire agreement between the Department and
the Company and supersedes any prior communication, understanding, or agreement, whether
written or oral, concerning the subject matter of this Consent Order.

58. Each provision of this Consent Order shall remain effective and enforceable
against the Company, its successors, and assigns, until stayed, modified, suspended, or
terminated by the Department.

59. In the event that one or more provisions contained in this Consent Order shall for
any reason be held to be invalid, illegal, or unenforceable in any respect, such invalidity,
illegality, or unenforceability shall not affect any other provision of this Consent Order.

60. No promise, assurance, representation, or understanding other than those
contained in this Consent Order has been made to induce any party to agree to the provisions of
this Consent Order.

61. Nothing in this Consent Order shall be construed to prevent any consumer or any
other third party from pursuing any right or remedy at law.

62.  This Consent Order may be executed in one or more counterparts and shall
become effective when such counterparts have been signed by each of the parties hereto (the
“Effective Date”).

[remainder of this page intentionally left blank]
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IN WITNESS WHEREOF, the parties have caused this Consent Order to be signed on

the dates set forth below.

NEW YORK STATE DEPARTMENT OF
FINANCIAL SERVICES

By: /s/ Daniel F. Schiano

DANIEL F. SCHIANO
Assistant Deputy Superintendent
Consumer Protection and Financial
Enforcement

October 9, 2025

By: /s/ Madeline W. Murphy

MADELINE W. MURPHY
Deputy Director of Enforcement
Consumer Protection and Financial
Enforcement

October 9 , 2025

By: /s/ Christopher B. Mulvihill

CHRISTOPHER B. MULVIHILL
Deputy Superintendent for Consumer
Protection and Financial Enforcement

October 9 , 2025

By: /s/ R. Gabriel D. O'Malley

R. GABRIEL D. O°'MALLEY
Executive Deputy Superintendent
Consumer Protection and Financial
Enforcement

October 9 , 2025

METROMILE INSURANCE
COMPANY

By: /s/ Daniel Schreiber

DANIEL SCHREIBER
Chief Executive Officer

October 2 , 2025

THE FOREGOING IS HEREBY APPROVED. IT IS SO ORDERED.

/s/ Adrienne A. Harris

ADRIENNE A. HARRIS
Superintendent of Financial Services

October 14, 2025
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