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This user guide was created for Entity Administrators to 
guide them through accessing DFS ID and using its core 

features. 
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DFS ID Roles

In DFS ID, every user has a role that defines their 
responsibilities within an Entity. Roles are assigned during 
the invitation process and managed within DFS ID. Each 
role grants a different level of access and dictates what a 
user can do for a given application.

DFS ID Roles Overview

Application Owner
A role that grants access to all company applications and data 
(including privileged applications). 

1

2 Reviewer
A role that allows a user to:
• Review others’ submissions 
• Complete their own submissions 

3 Submitter
A role that allows a user to submit a form or data.

4 None
A role that typically indicates that a user has limited permissions to 
company applications and data.
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In DFS ID, the blue shield icon indicates that an individual is 
an Administrator. 

DFS ID Roles: Administrator Shield Icon

In the My Entities section, the shield icon will indicate if you are 
an Administrator for the associated Entity.

While viewing an Entity, individuals who are Administrators will 
have a shield icon next to their role.
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Inviting Users to DFS ID

This section provides instructions on how to invite users to 
DFS ID and how users accept invitations to create an account.
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1. Select My Entities on the DFS ID Home page.
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2. Select  the Entity.

Inviting Users to DFS ID
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4. Enter the Email Address and select the Role for the user. 

3. In the User Management tab, click Invite User.

Inviting Users to DFS ID
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DFS ID Entity Administrator User Guide

8

6. Select Invite once you have added your user(s).

5. Add additional users (if needed) using Add Another 
User button. Repeat as many time as necessary.

Inviting Users to DFS ID
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5. You will receive confirmation that you successfully 
invited user(s) to DFS ID.

Inviting Users to DFS ID
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6. The invited user will receive an email about their 
invitation. Here they can select Create a DFS ID to set 
up their account.

Inviting Users to DFS ID: Accepting an invitation

Last Updated: March 4, 2026
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This section provides an overview of the following user 
management actions available in DFS ID:

• DFS ID User Status
• Re-sending invitation emails
• Changing user roles
• Resetting Time-based One-Time Password (TOTP) for an 

Entity user
• Restoring a suspended Entity User association
• Reviewing the History Tab

User Management

Last Updated: March 4, 2026
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DFS ID User Status

In DFS ID, every user’s status is visible in the User Management 
tab.

The following are the statuses available in DFS ID:

DFS ID Statuses

Active
Registered users who can successfully log into their accounts to 
complete necessary functions will have this status.
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2 Pending Registration
Users that have been invited but have not yet registered will have this 
status. Users have 48 hours to reregister their accounts after 
receiving an invitation.

3 Invitation Expired
Users who do not register their accounts within the 48-hour window 
will show this status.

4 Suspended
Users who have lost account access will have this status. Suspended 
accounts require restoration by an Entity Administrator.

Last Updated: March 4, 2026
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1. Enter the user’s email address in the search bar and 
select Search.

2. Navigate to the user and select Resend. 

DFS ID User Management: Resending Invitation 

As a DFS ID Entity Administrator, you can resend a user’s registration invitation. This is 
helpful if the user cannot remember or access their original registration email or if the 
registration link has expired.
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3. Select Resend.

Last Updated: March 4, 2026
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1. Enter the user’s email address in the search bar and 
select the email address in the dropdown.

2. Select Update for the user you searched.

DFS ID User Management: Changing User Roles

As a DFS ID Administrator, you can change user roles within your Entity.
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Tip: You can also use the Search button to retrieve matching users based on a 
name you enter, then select the correct record.
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3. Select the new role you want to assign. Additionally, you can 
assign or change Entity Administrator access from this page:

• Grant Administrator access by checking the Entity 
Administrator box.

• Remove Administrator access by unchecking the Entity 
Administrator box.

DFS ID User Management: Changing User Roles
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4. Click Save to finish updating permissions. 
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4. After saving, you will receive confirmation that you have 
successfully updated the user’s role, and the new role 
information will be visible in the User Management tab.

DFS ID User Management: Changing User Roles
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DFS ID User Management: Reset TOTP for an Entity User

1. Navigate to the Update User Permission page and 
select the Manage User Profile tab.

2. Select Prompt for TOTP MFA registration upon next login 
and select Save.

As an Entity Administrator, you can reset a Time-based One-Time Password (TOTP) for your 
users. Use this option when a user can’t access their registered MFA device to perform MFA 
to sign into DFS ID. 
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Tip: Refer to page 14 of this guide to learn how to get to the Update User 
Permission page.  
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3. After clicking save, you will receive a confirmation that 
the user’s role was successfully updated. 

DFS ID User Management: Reset TOTP for an Entity User
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Now, the next time this user logs in, they will be prompted 
to register a new TOTP MFA Device.
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1. Select the Update button for the user with Suspended status.

2. Within the Manage User Profile tab, un-select Account 
Suspended option and click Save.

DFS ID User Management: Restore Suspended Entity User Association

As an Entity Administrator, you can restore suspended accounts to reinstate a user’s access.

3. The Status will change from Suspended to Active.

19Last Updated: March 4, 2026
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DFS ID User Management: History Tab Overview
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The History tab provides a chronological audit trail of user-
management activity, with the most recent events displayed at 
the top.

This can be useful when you want to:
• Verify an access change or invitation successfully 

delivered
• Check when a user received an invitation, as these 

invitations can be resent, if not accepted or expired
• Confirm that the correct contact was involved in the 

change

Last Updated: March 4, 2026
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The DFS ID Help Form is an intake form that users can 
submit when they need help with DFS ID account access.  
As an Entity Administrator, you can also use this form if 
you are locked out of your account.

This section provides an overview of the DFS ID Help form, 
including:
• Contacting my Entity Admin requests
• Locked out of my Entity Admin Account requests

DFS ID Help Form 

Last Updated: March 4, 2026
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DFS ID Help Form: Contacting my Entity Admin
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As an Entity Administrator, you’ll receive email notifications when a user selects 
“Contacting my Entity Admin,” giving you the details needed to follow up and 
resolve the request.

1. User selects Contacting my Entity Admin and completes the 
help form.

2. User provides details about the request, includes contact 
information, and submits the form.

Last Updated: March 4, 2026
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DFS ID Help Form: Contacting my Entity Admin
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3. You receive an email with information regarding the 
request.

As the Entity Administrator, you will be responsible for 
determining and completing the next steps required to 
resolve the user’s issue

Last Updated: March 4, 2026
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DFS ID Help Form: Locked out of my Entity Admin Account
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1. Select the Locked out of Entity Admin Account option.

If you are locked out of your account, you can use the help form to regain access. 

2. Select the reason for reaching out to your Entity 
Administrator.

Last Updated: March 4, 2026
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DFS ID Help Form: Locked out of my Entity Admin Account
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3. Choose your Industry affiliation. Enter Name, Adress 
and Phone number. Select Submit.

This will trigger a ticket with DFS to resolve your locked 
Entity Administrator account.

Last Updated: March 4, 2026
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